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We live in an era in which the internet dissolves borders: conversing, seeing, and hearing
people from any part of the world has become commonplace, forever transforming the
dynamics of our relationships. In a scenario where technology connects everything and
everyone with unprecedented speed, it is inevitable that it is at the center of contemporary
political and electoral debates.

In Brazil, the electoral process stands out for its technological protagonism — from the
pioneering electronic voting machine to the complete automation of vote counting. Far
beyond that, the multiple interfaces between elections, the internet, and innovation
reconfigure the very logic of democracy, bringing to the fore current and engaging topics:
the role of social networks in political propaganda, the limits between freedom of opinion
and its electoral impact, the phenomenon of Fake News, and the new strategies of micro-
segmentation and the use of Big Data and Atrtificial Intelligence to construct personalized
and persuasive discourses.

This discipline proposes a critical and updated immersion in the challenges and possibilities
that technology imposes on electoral law. More than studying tools, we seek to understand
how the digital revolution redefines fundamental concepts of citizenship, participation, and
democracy itself in the 21st century.

Objectives:

1) Sharpen the focus on the presence of data and algorithms in elections: To awaken in
participants the understanding that the current electoral process is deeply immersed in data,
digital networks, and algorithms, stimulating critical analysis of how these technologies
shape choices, campaigns, and the very outcome of elections.

2) Reflect on the limits and potential of Law in the face of new technological challenges: To
provoke discussions and questions about the sufficiency of traditional legal norms to deal
with contemporary phenomena such as Big Data, Fake News, and electoral micro-
segmentation, encouraging the search for innovative, ethical, and regulatory solutions that
can effectively respond to emerging dilemmas.
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3) Explore the technological impacts on the political-electoral universe: To connect
participants to the transformations caused by technology in the political scenario, analyzing
not only its reflections on campaigns and voting, but also the structural changes in
democracy, citizen participation, and the exercise of political rights from the perspective of
the digital age.

Program Content:

Electoral Propaganda on Social Networks and Digital Platforms

e Big Data, Micro-segmentation, and Voter Profiling

e Algorithmic Manipulation and Information Bubbles

e Fake News, Deep Fake, and Electoral Disinformation

e Responsibility of Digital Platforms and Internet Service Providers

e Content moderators, removal of irregular propaganda, and limits of action.

e Freedom of Expression, Hate Speech, Dangerous Speech, and Limits on the
Internet

e Digital Influencers, Celebrities, and Elections

e Generative and Predictive Artificial Intelligence in Political Campaigns

e Cybersecurity in the Electoral Process

e Monitoring, Digital Surveillance, and Privacy in the Electoral Process

Methodology:

In a participatory learning process using various techniques, our meetings will be divided
into three main learning layers with distinct objectives: 1) CONTEXTUAL, 2) APPLIED, and
3) REFLECTIVE. The first layer, the CONTEXTUAL, will be for leveling, since some
colleagues who are interested in the discipline do not necessarily have experience in
electoral or digital law. The idea of this layer is to connect them to the central themes that
will be developed throughout the meeting. The second layer will be APPLIED, consisting of
a class promoted by the students on previously defined topics, and the last layer, the
REFLECTIVE, will be dedicated to high-level inquiry, internationalization, and
multidisciplinary issues regarding the topic.

Evaluation Criteria:

During the development of the discipline, students will be responsible for preparing a
scientific article on the topics of the discipline, with the final deliverable being a scientific
article per student, which will be evaluated with grades A (excellent), B (good), C (regular),
or R (failed). According to the General Regulations of the Postgraduate Program Stricto
Sensu, Art. 98, The student will be considered approved if they obtain, in each mandatory
and optional discipline and in the programmed activities, the final grade A, B, or C,
according to the following grade scale: | - A — excellent: corresponds to grades in the range
between 9 and 10; Il - B — good: corresponds to grades in the range between 8 and 8.9; Il
- C — reqgular: corresponds to grades in the range between 7 and 7.9; IV - R — failed:
corresponds to grades in the range between 0 and 6.9
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