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Componente Curricular: exclusivo de curso (x)         Eixo Comum (  )                 Eixo Universal ( ) 
Curso: DIREITO Núcleo Temático: 

OPTATIVA 
Nome do Componente Curricular:  
EDUCATION FOR JUSTICE: CYBERCRIME AND 
TRAFFICKING IN PERSONS AND SMUGGLING OF 
MIGRANTS 

Código do Componente Curricular: 
  

Carga horária: 
4 horas aula 

(xx) Sala de aula 
(xx) Laboratório 
(    ) EaD 

Etapa: 10ª 

Ementa:  
Introduction to Cybercrime. General Types of Cybercrime. Legal Frameworks and Human Rights. Introduction 
to Digital Forensics. Cybercrime Investigation. Practical Aspects of Cybercrime Investigations and Digital 
Forensics. International Cooperation against Cybercrime. Cybersecurity and Cybercrime Prevention - Strategies, 
Policies and Programmes. Cybersecurity and Cybercrime Prevention - Practical Applications and Measures. 
Privacy and Data Protection. Cyber-Enabled Intellectual Property Crime. Interpersonal Cybercrime. Cyber 
Organized Crime. Hacktivism, Terrorism, Espionage, Disinformation Campaigns and Warfare in Cyberspace. 
Migrant Smuggling as a Specific Crime Type. Protection of the Rights of Smuggled Migrants. The Criminal 
Justice Response to Migrant Smuggling. Prevention and Non-Criminal Justice Responses to Migrant Smuggling. 
Smuggling of Migrants in the Broader Context of Migration and its Drivers. Defining the Concept of Trafficking 
in Persons. Prevention of Trafficking in Persons. A Human Rights-Based Approach to Trafficking in Persons. 
The Role of Civil Society in Countering Trafficking in Persons. Smuggling of Migrants and Trafficking in 
Persons: Differences and Commonalities. Children as Smuggled Migrants and Victims of Trafficking. Gender 
Dimension in Smuggling of Migrants and Trafficking in Persons. The Links between Cybercrime, Trafficking in 
Persons and Smuggling of Migrants. 
 
Bibliografia básica  
HOLT, Thomas J.; BOSSLER, Adam M.; SEIGFREID-SPELLAR, Kathryn C. Cybercrime and Digital 
Forensics: an introduction. New York: Routledge, 2017. 
KREMLING, Janine; PARKER, Amanda M. Sharp. Cyberspace, Cybersecurity, and Cybercrime. Newbury 
Park: Sage Publications, 2017. 
BALES, Kevin. Disposable people: new slavery in the global economy. Berkeley: University of California Press, 
2012. 
 
Bibliografia complementar 
YAR, Majid; STEINMETZ, Kevin F. Cybercrime and Society. Newbury Park: Sage Publications, 2019. 
FOOT, Kirsten. Collaborating against human trafficking: cross-setor challenges and practices. New York: 
Rowman & Littlefield, 2016.  
GALLAGHER, Anne T.; DAVID, Fiona. The international law of migrant smuggling. New York: Cambridge 
University Press, 2014. 
LEMAN, Johan; JANSSENS, Stef. Human trafficking and migrant smuggling in Southeast Europe and 
Russia: learning criminal entrepreneurship and traditional culture. New York: Palgrave Macmillan, 2015. 
MASSEY, Simon; RANKIN, Glynn. Exploiting people for profit: trafficking in human neings. New York: 
Palgrave Macmillan, 2012. 
 
Coordenador do Curso: 
 
Nome: Prof. Dra. Larissa Dias Puerta M. Freire  
 
Assinatura 

Diretor da Unidade: 
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* A bibliografia será renovada sempre que necessário, após atualização aprovada pelo Colegiado do Curso, sem 
significar alteração do PPC. 
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